TRUELAYER

How to use Open Banking to check a
customer is who they say they are and
optionally set up payments

Open Banking for: A\/OCO

. Ssecure
Councll anc
Government Services THALES

Together ¢ Safer * Everywhere




What is Open
Banking?

* Open Banking was put forward as part of a PSD2 a
regulation - more famous for the extra authentication

needed when making a purchase

* Open Banking as a requirement has led to thousands of
banks ‘opening-up’ their systems in the form of an
interface (API) to a person’s bank account

* This interface connects a data request to a third-party
service (like a council account setup or login)

* But this request is under the control of the bank ID owner,
aka, a council customer

* This has some core benefits for stakeholders in a service
that relies on identity interactions
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The
opportunity
open
banking
provides

* Avoco is live today with over 500 million
global users through using open banking

* The 75% of the UK population that are

using online banking, equating to
38+million verified users and 4+ million
businesses are available

* Digital banking stats predict that the total

number of online and mobile banking users
will exceed 3.6 billion by 2024




And why use it?

* Banks spend a lot of money and time checking a person is who they say they are (up to £300 and 1
month per verification)

* Open Banking now allows a verified bank account to be used by others — like councils

* A council can use Open Banking to:

Check the person signing up for a council account is a verified person

This adds a level of assurance to the council account as the account can be tagged as being
verified at a time and date

Verified data from the Open Banking connection can be sent to the council
This can all be done under user consent
Payments can also be setup using Open Banking
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Traditional Secure Online Transaction Process:
AtoBvia XY and Z

P & -

User just wants to do
something online

But the service needs
to check their ID

Eventually, if they are
OK’d they get to
perform task
Data is stored, data
needs t be protected,
regs need to be
adhered to, etc.

EXPENSIVE,
INSECURE, PRIVACY

Uploads ID docs
Adds personal data
Authentication
credentials chosen
and setup

User goes through
various checks

ISSUES
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With Avoco and Open Banking: A to B via OB

) Avoco
ﬁ > Optional uplift

Online service
receives assurance
that cutomer has been r
KYC checked

Time and again surveys show people want easy enrolment. But
services need assured enrolment. This seeming contradiction is
solvable
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Why use an ldentity Network Hubs?

* One single interface to many data and verification sources
e Uses the protocol and data format you want

* Define dynamic requirements in request

* Include any existing trusted user data in request

* Works transparently and securely online, mobile App, in-person,
telephone and smart devices, including TVs, Alexa, etc.

Future proof, time and money saving
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ldentity Network Hub Connections

Known claims may
be included in

request as well as
desired Providers,
and other custom
data

M L Open Banking }

[ Identity Providers, incl. SSI }

(Any protocol)

OAuth2,
OIDC, SAML,
REST Avoco API
M L Attribute providers J
_ Identity Network

Hub

M ‘ Verification services ’

M ‘ User form entry ’
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Value Proposition...

An Identity and Orchestration Network layer delivers Dynamic Trusted Digital Services for the Public and Private sectors

Avoco creates an
orchestration layer that
dynamically delivers the
customer requirements

Adds assurance to user
accounts and
transactions

Reduce friction,
increase efficiency and
reduce cost

Rules modify the
behaviour at a service
level

Will enable fraud
reduction and enhance
compliance

Delivers millions and
millions of verified
users now with OB

Delivers the
orchestration needed
to do online KYC and

AML

Connecting the dots of
the service ecosystem

White label options,
customizable to meet
all sectors
requirements.
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TrueLayer is the leading Open Banking

Revolut ?,\%Esw PaYoneer TRADING212 Mimmbrs

p I a th I‘m of Justice

Over half of all open banking
traffic flows through

TruelLayer o Hundreds
And Open Banking is rapidly becoming more widespread... + 90 /0 thou(;';nds A + 3 1 ;
Aug 2019 Success rates yusan gents appointe

connected

6x in 1Y Payments
Aug 2020

+98% 832% 2X

Growth in 1H Transaction
2020 amounts vs 19

Success rates

Source: Successful API calls, Open Banking Org. UK.

@ Truelayer « Confidential



Data API

TRUELAYER

Get real-time access to account, balance,
transaction, and identity data.

Balances
Transactions
Account information
Name

Address

DOB

TrueLayer « Confidential

We need you permission to
read:

Your personal information

Your Accounts

Your Transactions

Your Direct Debits



A tri-partite service of THALES

Together ¢ Safer ¢ Everywhere

specialists

Thales
e Service provider. Trusted to produce all of the UK identity documents and keeping AN
identities secure through; government level security; matching people with their id :#;J\\“‘k:,‘
documents; assuring & validating id documents. Its trusted digital authentication and {'\Ef’:&]
fraud prevention solutions complement the digital ID creation and verification ILJ;-:':“'%%(;""‘*»'
throughout the digital customer journey. >

[RUELAYER
* Open Banking gateway to over 2000 banks covering 98% of the UK population:

Working with MolJ.

Avoco

¢ Connecting the council to Open Banking and adding in data translation and rules to
make the data fit council needs: IDPs for Royal Mail and CitizenSafe for UK Gov Verify

* UK Gov Digital marketplace: https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/433533006146733 A O ( : O
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https://www.digitalmarketplace.service.gov.uk/g-cloud/services/433533006146733

The real power is not just with Open Banking but how
that Open Banking data is delivered and translated.
The demao... P :

The demo at Think Digital Partners will show how Open Banking :

* makes the whole system simpler — one system works with
phone, smart devices, online, apps, etc.

* is used to add assurance to a council account
» provides the council with verified personal data
» optionally set up payments for council services

Open Banking gives
access to 500+

i e In addition:
million verified * optional use of federated authentication to make '
users subsequent log-in seamless and remove the credential
management burden from the council
* consents collection on behalf of the council /

" AOCO
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